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DPIA01
In our GDPR Hero App, you can carry out Data Protection Impact
Assessments (DPIAs) in a structured and practical way.
A DPIA is used to identify and assess risks related to the processing of
personal data, and is required in certain situations under the GDPR.

Start with a Pre-DPIA (threshold assessment)
Before conducting a full DPIA, you can begin with a Pre-DPIA (threshold
assessment). This helps you determine whether a DPIA is required based
on the nature, scope and risks of the processing.

A structured step-by-step process
In this guide, we focus on helping you work through the key questions
needed to:

identify potential risks
assess the impact on individuals
document your decisions
take appropriate measures to reduce risks

The guide is divided into sections that reflect the structure of the DPIA
module in GDPR Hero App.

Work directly in the tool
When you are ready to begin, you can create a new DPIA in the platform.
It is also possible to connect the assessment to an existing or planned
processing activity, giving you a clear overview and full traceability.

Example scenario
To help you get started, this guide uses a whistleblowing system as an
example. You can follow along and apply the same structure to your own
organisation.



Background and
purpose of the

processing 02
Here, you have to describe why you
have identified a need for a data
protection impact assessment. 

For example, the description can
include a background and a general
description of the processing you
want to implement, and if relevant, a
description of the project which the
processing is a part of. It's
necessary that the persons who will
read the DPIA can understand the
information. Thus, it's relevant to
write clearly and concisely, be
pedagogical and explain technical
terms if needed. 

You can upload related documents,
for example project and system
descriptions. If the data protection
impact assessment cover multiple
processings you need to explain
the connected risk and motive why
a common DPIA is suitable. This
may be the case if the processings
for example use similar technology
to collect personal data. 

As seen on the screenshot, you can
enter on what status the DPIA has
and update this during the process. 

Keep in mind that the data
protections impact assessments
need to be reviewed continuously.
If you implement a new system for
your processing of personal data
after you have finalised the DPIA, it
might be necessary to review it. 
 



The elements
of the
processing

03
Here you explain more detail where the personal data was collected from
and how they will be processed. It is easy to connect your data protection
impact assessment with the personal data processings that is to be covered,
by selecting the processing that you have registered in advance. Where you
have the option to document both planned and ongoing processings of
personal data. Through this step, you easily display the important details
about the personal data concerned, the purpose of current personal data
processing, the lawful basis on which the processing is supported and
whether special categories of personal data are included in the processing.

Keep in mind that the DPIA is supposed to provide a detailed version of the
processing. You are going to specifically describe the relevant types of
hardwares, softwares, networks and data subjects for the processing.
Therefore, it can be appropriate to upload a flow chart or other documents
which show how personal data flows. It may be relevant to also contact the
relevant processors and ask them to provide a description of their
processing, which can further constitute documentation for your data
protection impact assessment.



Nature and scope
of the processing 04

It is important to document the
extent in order to fairly evaluate the
risks that the process entails. When
you evaluate the risks of a
processing, special categories of
personal data, large amounts of
personal data, vulnerable groups of
data subjects and large numbers of
affected data subjects generally
indicate that the risk of processing is
high and prompts more extensive
security measures.

Here you report to what extent and
what types of personal data will be
affected and where this is stored
geographically. If the processing
includes special categories of
personal data, this must be
highlighted in particular. You can see
which personal data are affected by
the data protection impact
assessment in the list for the
personal data processing you linked
here.



Cont. Nature and
scope of the
processing

05

The description of your safeguards should include both your technical and
organisational measures. This means information about access to the
systems (password protection, two factor authentication, only access
through a specifically network etc.), but also who has access and the level
of safety awareness within the organisation. Give a detailed description
and highlight the strengths and weaknesses with the safeguards. In which
way does the measures reduce risks of negative consequences according
to the data subject? 

The data protection impact assessment may also include a description of
how you ensure safety for personal data that is transferred to a third
country (Is there an decision of adequate level of protection? Are you using
Standard Contractual Clauses? etc.) 



The relationship
between the data

subjects and the
processing 

06
In this section, the categories of
data subjects affected by the
processing should be described.
How the processing is expected to
be received by the data subjects
(considering the context the
processing takes place in) should
also be described. 

Does this concern municipal
citizens, employees or website
visitors? Is it an exposed group of
data subjects? For example
children, patients or members of a
trade union. Is the relationship equal
or is there an imbalance of power?
All of this may be accounted as
much as possible. 

The method of the processing shall
also be documented. In other
words how is the processing going
to be executed. Is a new technology
used or is it a new type of
processing? It can imply that there
are unexpected risks which, if so,
should be noted. 

In addition, you should highlight the
potential benefits and
disadvantages for the data
subjects and your organisation. 
It can for example be made in bullet
points with an explanation where it
is not clear from the context.



Prior
consultations 07

Normally, a data protection impact assessment may include consultation
process where views of the affected data subjects are received and/or  
experts are evaluated. This could for example involve a technical expert
who examines the technical pros and cons of a certain system or contact
with the police authority if surveillance cameras are deemed necessary in a
particular area. Often it can also be appropriate to receive opinions from
the data subjects concerned, for example consultation with representatives
from the staff, if their data is to be processed.

You must describe and documented whom you consulted and what views
were expressed. If you have not held a consultation, you must justify why
this has not been carried out, or else consider starting a consultation
process.

If the processing of personal data involves processors, it may be
appropriate to contact them to review the process as a whole and
evaluate whether any changes in your instructions to the processor are
necessary. For example, regarding which security measures the processor
must implement.



 Assess necessity
and proportionality 08

Even if a data protection impact
assessment shows an acceptable
(not high) risk of carrying out a
processing, the processing itself
must of course also fulfill all
requirements according to the
GDPR. Here you therefore have the
opportunity to evaluate how well the
planned processing actually fulfills
its purpose, and whether it is
compatible with the GDPR's
principles.

Depending on the type of planned
processing, this evaluation can be
more or less extensive, but
remember to express yourself
clearly and present an overall
evaluation.

Part of this is evident from the
details you have documented
regarding the personal data
processing in menu 1. However, it
is important to highlight and
evaluate the processing as a whole,
which this field aims to enable. It
may therefore be relevant to reflect
on questions such as:

Is the planned storage time
reasonable in relation to the
purpose?
How do you ensure that no
more personal data than
necessary is collected?
How and what type of
information do you provide the
data subjects about the
processing?
Is the lawful basis correct?



Risk
analysis 09

Based on an overall assessment of
what you documented in the fields,
you should now be able to estimate
what risks may exist with the
planned processing. The last step
is to register these. You do this by
clicking on "add risk". There you
enter the name of, as well as a
description of, the risk, its
probability and degree of
seriousness.

In order to assess the overall risk
you need to evaluate the probability
and severity (degree) of the risk. An
overall high risk may consist of a
high probability of less serious
consequences, or a lower
probability of more serious
consequences.

If the remaining risk is evaluated to
be high, you need to take measures
to reduce the risks before you can
complete the DPIA. If this is not
possible, you must request prior
consultation with the competent
Supervisory Authority. In Sweden,
this can be done via a form on the
Swedish Privacy Agency's website.



Decisions that are made must be documented and if these are not in line
with the data protection officer's assessment and recommendation, this
must also be documented and justified.

Execution and
decision10

It is the controller who is responsible to carry out a data protection impact
assessment and who makes the final decision if the risk is deemed
acceptable. If you have appointed a data protection officer, you must give
him/her the opportunity to assess the DPIA to be able to leave comments
and feedback. It is recommended that the DPO is involved early in the
process, so he/she can be engaged throughout the process and offer
guidance, advice and recommendations along the way.



Tel. +46(0)46-2731717
Mail: info@gdprhero.se

You are
welcome to
contact us
with your

GDPR
questions!
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