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1. INTRODUCTION 

1.1 These general terms and conditions (the “Terms”), together with the associated data 
processing agreement (the “DPA”), any quotations, order forms and applicable end-user 
terms for the Service (collectively, the “Agreement”), constitute an agreement between you 
(the “Customer”, “you” or “your”) and GDPR Hero AB (company registration number 
559088-5116), with its registered address at Trollebergsvägen 5, 222 29 Lund, Sweden 
(“GDPR Hero”, “we”, “our” or “us”). 

 
1.2  GDPR Hero provides a cloud-based service (Software as a Service) that assists the 

Customer in ensuring compliance with the General Data Protection Regulation (GDPR) 
(the “Service”). 

 
The Service may include functionality for creating and maintaining records of processing 
activities in accordance with Article 30 GDPR, as well as tools for managing other key 
GDPR-related requirements, such as data protection impact assessments (DPIAs), 
management of personal data breaches, and data processing agreements. 

 
The specific features, modules and scope of the Service provided to the Customer are set 
out in the applicable order form, quotation or other agreement between the Parties. 

 
1.3  By accepting the Terms, the individual accepting the Terms on behalf of the Customer 

represents and warrants that they have the authority to enter into the Agreement on behalf 
of the Customer. If such authority is lacking, or if the Terms are not accepted, the Service 
may not be used. 

 
1.4  The use of the Service is also subject to the applicable end-user terms in force from time to 

time. In the event of any conflict between these Terms and the end-user terms, these Terms 
shall prevail. 

 

2. DEFINITIONS 

“Subscription Fee” means the fee paid for the Subscription Period. 
 

“Subscription Period” the Agreement is deemed concluded pursuant to clause 3.1, unless 
otherwise expressly stated in the Order Form or agreed in writing between the Parties. 
Upon renewal in accordance with clause 4.2, a new Subscription Period shall commence 
immediately following the previous one. 
 
“Administrator” means a User who administers the Customer’s Account. This is the 
person who subscribed to the Service on behalf of the Customer or who has otherwise been 
appointed as Administrator. The Administrator may add and remove Users. 

 
“User” means any person who has been granted access to the Service by the Administrator 
or GDPR Hero. Users must be employed by the Customer or otherwise act on the 
Customer’s behalf, for example as a consultant. Each User is assigned personal login 
credentials. Users may have either read-only access or create and edit permissions. 

 
“Order Form” means an individual order form or a standardised order form on GDPR 
Hero’s website. 

 
“Entity Account” means an account where Customer Data is entered by a User or 
Administrator. 
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“GDPR” means regulation (EU) 2016/679 of the European Parliament and of the Council 
of 27 April 2016 on the protection of natural persons with regard to the processing of 
personal data and on the free movement of such data and repealing Directive 95/46/EC 
(General Data Protection Regulation). 

 
“Contact person” means the natural person designated by the Customer as contact in the 
Order Form or subsequently updated in accordance with clause 8.3. 

 
“Account” means the Master Account or the Entity Account.  

 
“Customer Data” means all information entered by the Customer into the Service, 
including but not limited to personal data. 
 
“Master Account” means an account with the ability to administer, create and delete 
Entity Accounts and with read access to all Customer Data therein. 

 
“Third Party” means any legal or natural person other than the Customer. 

 
“Reseller” means a reseller authorised by GDPR Hero.  
 

3. CONCLUSION OF AGREEMENT 

3.1  The Agreement is deemed concluded when the Customer accepts these Terms via 
registration through an Order Form, digital signature, or otherwise confirms the order of 
the Service in writing. 

 
Where the Parties have agreed in writing on terms deviating from these Terms, such terms 
shall prevail. Amendments and additions to the Agreement shall, except as set out in clause 
20, be made in writing. 

 

4. SUBSCRIPTION PERIOD AND AUTOMATIC RENEWAL 

4.1  The Subscription Period shall be twelve (12) months.  
 
4.2  The Subscription shall automatically renew for a new Subscription Period unless 

terminated in writing by either Party no later than thirty (30) days prior to expiry. 
 

5. FEES AND PAYMENT 

5.1  The Customer shall pay the applicable fees for the Service in accordance with the Order 
Form, quotation, or any other specific agreement between the Parties. The subscription fee 
shall be invoiced in advance for each Subscription Period, unless otherwise expressly 
agreed. The Customer authorises GDPR Hero, or where applicable a Reseller, to charge the 
Customer using the selected payment method. 

 
5.2  GDPR Hero reserves the right to suspend or terminate access to the Service if payment is 

not made on time. The Customer shall provide accurate and up-to-date billing and contact 
information. Payment terms are thirty (30) days from the invoice date. 
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5.3  Fees, subscription plans, add-on services, and the scope of the Service are specified in the 
applicable Order Form, quotation, or other specific agreement between the Parties. All 
prices are stated exclusive of value added tax (VAT). 

 
5.4  The subscription fee shall remain fixed during the Subscription Period unless the Customer 

(a) upgrades the Service, (b) adds additional Account(s), (c) orders add-on services or 
products, or (d) otherwise agrees with GDPR Hero. 

 
5.5 GDPR Hero is entitled to adjust the subscription fee annually in accordance with the 

percentage change in the Service Price Index (Tjänsteprisindex, TPI), sub-series K3, based 
on the most recently published index figure compared with the immediately preceding 
index figure. The adjusted fee shall apply from the next Subscription Period upon 
automatic renewal and shall not affect the fee during the ongoing Subscription Period. The 
fee shall be rounded to the nearest whole currency unit. Fee adjustments shall never result 
in a reduction of the subscription fee. 

 

6. ADD-ON SERVICES AND PRODUCTS 

6.1  GDPR Hero may, from time to time, offer add-on services, modules, or other products in 
connection with the Service.  

 
6.2  Such add-on services shall only be provided upon separate order and may incur additional 

fees in accordance with the Order Form, quotation, or other agreement between the Parties. 

7. SUPPORT 

7.1  GDPR Hero provides support in relation to the Service. The scope, availability, and 
channels of support (such as chat, e-mail, or telephone) may vary depending on the 
Customer’s selected Service, add-on services, or other specific agreement. 

 
7.2  To the extent GDPR Hero provides legal support, such support constitutes general legal 

information only and shall not be regarded as, nor replace, legal advice tailored to the 
Customer’s specific circumstances. 

 

8. CUSTOMER RESPONSIBILITIES 

8.1  The Customer is responsible for complying with any additional instructions provided 
within the Service, in addition to this Agreement. 

 
8.2  The Customer is responsible for ensuring that any information entered into the Service 

complies with applicable laws. 
 
8.3  The Customer is responsible for providing GDPR Hero with up-to-date information 

regarding the current contact person. The Customer shall also inform GDPR Hero in the 
event that billing details change. 

 

9. INFORMATION AND THIRD PARTY LINKS 

9.1  The Service provides legal information for educational purposes only and does not 
constitute legal advice. The information provided within the Service shall not be 
considered, or used as, a substitute for advice tailored to your specific needs. We 
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recommend that you consult qualified legal professionals regarding matters concerning 
your specific situation. The Customer accepts that information provided by GDPR Hero 
support does not constitute legal advice. Such information shall not be used as a substitute 
for professional advice. 

 
9.2  The Service may contain links to external websites, content, or resources. GDPR Hero has 

no control over such external sources and accepts no responsibility for their content, 
availability, or reliability. 

 
9.3  GDPR Hero shall not be liable for the availability of external websites, content, or 

resources. We do not endorse any products, services, or materials provided via such 
external sources. Nor do we accept any liability for any loss or damage that may arise from 
your use of, or reliance on, content, products, or services from such sources. 

 

10. AVAILABILITY 

10.1  We aim to make the Service available 24 hours a day, 7 days a week, year-round, except 
during scheduled maintenance downtime. Planned maintenance shall be announced on our 
website and on the Service’s landing page at least five (5) days in advance. Current 
operational status shall be communicated via the Service or through other appropriate 
communication channels. 

 
10.2  GDPR Hero shall not be liable for any failure or error in the Service, or for any failure to 

meet agreed availability levels, where GDPR Hero can demonstrate that such failure is due 
to events beyond its reasonable control (force majeure). Force majeure means that GDPR 
Hero shall not be required to compensate the Customer for any loss or damage arising from 
circumstances that prevent or materially hinder the performance of GDPR Hero’s 
obligations, and which GDPR Hero or its subcontractors could not reasonably control or 
foresee. Such circumstances include, but are not limited to, war, riots, lockouts or other 
labour disputes, earthquakes, fires, floods or water damage, pandemics, or legislative and 
governmental restrictions. 

 

11. DATA SECURITY 

11.1  GDPR Hero implements industry-standard technical and organisational security measures 
to transfer, store, and process Customer Data (the “Security Measures”). The Security 
Measures are designed to protect the confidentiality and integrity of Customer Data and to 
safeguard it against accidental or unlawful destruction, loss, alteration, unauthorised 
disclosure of, or unauthorised access to Customer Data. 

 
11.2  Each of GDPR Hero’s employees who has access to Customer Data is bound by 

appropriate confidentiality obligations. 
 
11.3  The Customer is responsible for maintaining the confidentiality of login credentials 

associated with the Customer’s Account(s) and shall be liable to GDPR Hero for all 
activities carried out under such Account(s). 

 
11.4  The Customer shall (a) take commercially reasonable measures to prevent unauthorised 

access to or use of the Service; and (b) notify GDPR Hero without undue delay upon 
becoming aware of, or reasonably suspecting, any unauthorised or unlawful activity or 
security incident relating to the Customer’s Account(s), including any loss, theft, or 
unauthorised use of login credentials. 
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11.5  As a security measure, automated backups of Customer Data will be performed.  
 
11.6  The Service automatically logs out Users and Administrators after sixty (60) minutes of 

inactivity. 
 
 

12. PROCESSING OF PERSONAL DATA 

12.1  GDPR Hero acts as the data controller for the personal data of Administrators, which is 
required for the provision and administration of the Service. 

 
12.2  The Customer acts as the data controller for processing activities that are not required for 

GDPR Hero’s administration of the Service, including personal data entered into the 
Service by the Customer. GDPR Hero acts as a data processor for such processing 
activities, which are governed by the applicable data processing agreement (DPA). 

 
12.3  The Customer undertakes not to process special categories of personal data or personal data 

relating to criminal convictions and offences, as defined in Articles 9(1) and 10 of the 
GDPR, within the Service. 

 
12.4  To the extent that the processing of personal data is governed by the DPA, the DPA shall 

prevail over these Terms in the event of any conflict or inconsistency. 
 
 

13. INTELLECTUAL PROPERTY RIGHTS 

13.1  GDPR Hero hereby grants the Customer, for the duration of the Subscription Period, a 
limited, non-exclusive licence to use the Service in accordance with this Agreement. The 
licence is non-exclusive, non-transferable, and non-sublicensable. 

 
13.2  These Terms do not grant: (a) GDPR Hero any intellectual property rights in the Customer 

Data; or (b) the Customer any intellectual property rights in the Service or in GDPR Hero’s 
trademarks or trade names 

 
 

14. TERMINATION 

14.1 GDPR Hero may, from time to time, update the Service. If such an update results in a 
material reduction in the functionality of the Service, GDPR Hero shall inform the 
Customer. A material reduction means a change that, to a non-negligible extent, affects the 
core functionality of the Service. In such case, the Customer shall have the right, within 
thirty (30) days from such notification, to terminate the Agreement with immediate effect. 
Upon such termination, the Customer shall be entitled to a pro rata refund of any prepaid 
fees for the remaining Subscription Period. 

 
14.2  Either Party shall have the right to terminate the Agreement with immediate effect if the 

other Party (a) commits a material breach of the Agreement and fails to remedy such 
breach within thirty (30) days of written notice, or (b) ceases its business operations, is 
declared bankrupt, or may otherwise be deemed insolvent. 

 
 



 

Page 7 of 8 
 

14.3  Upon termination of the Agreement: (a) all rights and licences granted by GDPR Hero to 
the Customer shall immediately cease; (b) the Customer shall have the right, prior to 
termination, to request a limited extension of access to the Service for the sole purpose of 
exporting Customer Data, in which case GDPR Hero shall be entitled to charge fees in 
accordance with its then-current price list; and (c) GDPR Hero shall cease providing the 
Service and close the Account(s). 

 
14.4  Following termination of the Agreement, the processing and deletion of Customer Data 

shall be carried out in accordance with the applicable data processing agreement (DPA). 
 

15. TRANSFER OF ACCOUNT 

15.1  The Customer may not, without GDPR Hero’s prior written consent, assign, transfer, 
sublicense, or otherwise make the Service available to any third party, including by way of 
sale, lease, or loan. 

 

16. GOVERNING LAW AND DISPUTE RESOLUTION 

16.1  These Terms, and the relationship between the Customer and GDPR Hero under these 
Terms, shall, to the maximum extent permitted by mandatory law in the applicable 
jurisdiction, be governed by and construed in accordance with the substantive laws of 
Sweden, excluding its conflict of law rules. 

 
16.2  Any dispute, controversy, or claim arising out of or in connection with these Terms, or the 

breach, termination, or invalidity thereof, shall be settled by a Swedish general court, with 
Lund District Court as the court of first instance. 

 
16.3  Before initiating formal proceedings, both Parties agree to attempt to resolve any dispute 

by contacting the other Party. If a dispute has not been resolved within thirty (30) days 
from the date notice of the dispute was given, either Party may initiate formal proceedings. 

 
16.4  If any provision of this Agreement is held by a court to be invalid or unenforceable, such 

provision shall be modified to the extent necessary to make it valid and enforceable 
without defeating its purpose, and the remaining provisions shall remain in full force and 
effect. 

 

17. LIABILITY 

17.1  To the extent permitted by applicable law, neither Party shall be liable for any indirect, 
incidental, or consequential damages, or for any loss of revenue. 

 
17.2  To the extent permitted by applicable law, GDPR Hero’s total liability shall in no event 

exceed five (5) times the subscription fees paid by the Customer during the twelve (12) 
months preceding the event giving rise to the claim. 

 
17.3  If the Customer uses any third-party service or application in connection with the Service, 

including services utilising a GDPR Hero API: (a) GDPR Hero shall not be liable for any 
acts or omissions of such third party, including such third party’s access to or use of 
Customer Data; and (b) GDPR Hero does not warrant or endorse any services provided by 
such third party. The Customer undertakes to comply with all published API limitations. 
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18. REFERENCES AND MARKETING 

18.1  The Parties shall have the right, in a business context, to inform others that they cooperate 
in relation to the Service. GDPR Hero shall have the right to name the Customer as a 
reference, including in marketing materials, on its website, and in tenders, provided that 
this is done with due regard to confidentiality and without disclosing any confidential 
information. 

 
18.2  The Customer shall have the right to inform that it uses the Service, for example on its 

website and in social media. 
 
18.3.  The Parties may, with due care and in accordance with each Party’s brand guidelines, use 

each other’s logos to the extent relevant for describing the cooperation. 
 
 

19. CHANGES TO THE TERMS 

19.1  GDPR Hero reserves the right to update these Terms, for example to reflect changes in law, 
practice, or the Service. Changes under this clause shall take effect from the next 
Subscription Period and shall not affect the terms during the ongoing Subscription Period. 

 
19.2  In the event of material changes, the Customer shall be informed at least thirty (30) days 

before the start of the new Subscription Period. If the Customer does not accept the 
changes, the Customer shall have the right to terminate the Agreement effective at the end 
of the then-current Subscription Period. Continued use of the Service after the 
commencement of the new Subscription Period shall be deemed acceptance of the updated 
Terms. 

 
19.3  Minor changes that do not materially affect the Customer may take effect without prior 

notice. 
 

20. VERSION HISTORY 

20.1 Below is an overview of previous versions of these Terms. The version history is provided 
for information purposes only. 
 
2017:1 issued 1 May 2017, effective 1 May 2017. 
2017:2 issued 3 September 2017, effective 17 September 2017. 
2018:1 issued 1 February 2018, effective 8 February 2018. 
2020:1 issued 21 August 2020, effective 1 September 2020. 
2021:1 issued 11 April 2021, effective 1 May 2021. 
2022:1 issued 14 October 2022, effective 1 November 2022. 
2024:1 issued 9 October 2024, effective 1 November 2024. 
2026:1 issued 25 March 2026, effective 8 April 2026. 
 

* * *  
 
 


